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- KOREA
Introduction

Use-After-Free

e MHEZ| I = 5t2l UAF(Use After Free)= 2024AT CWE Top 25 & SIE IS8 AR

oFx0f| sHtat

a

2024 CWE Top 25 ) ¢

Rank
Rank ID Name Score .CVES Change
in KEV| wvs.
2023
1 CWE-79 Imprope_r Nelutrallzat.lon of _Input'Durlng Web Page 56.92 3 g
=———— |Generation ('Cross-site Scripting')
| 2 | cwWE-787 |out-of-bounds Write | 4520 | 18 | 1
. Improper Neutralization of Special Elements used in an
3 CWE-89 SQL Command ('SQL Injection') 39,88 " 0
| 4 | CWE-352 |Cross-Site Request Forgery (CSRF) | 1957 | o | 45
5 CWE-22 In_'lproper Lllmltatlon of a IIDathname to a Restricted 12.74 4 +A
=———= |Directory ('Path Traversal')
6 | CWE-125 |Out-of-bounds Read 11.42 3 | +1
. Improper Neutralization of Special Elements used in an )
2 CWE-78 0OS Command ('OS Command Injection') tisl 2 s
8 CWE-416 |Use After Free 10.19 5 -4
9 CWE-862 |Missing Authorization o401 P | 0 +2
10 \ CWE-434 |Unrestricted Upload of File with Dangerous Type 10.03 0 0

£X : https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html#top25list



Background

UAF (Use-After-Free)




free(b);
(free)

UAF (Use-After-Free)
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Background

UAF (Use-After-Free)

free(b); malloc(c );

(free)
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Background

UAF (Use-After-Free)

free(b); malloc(c );

(free)




Background

From dangling pointer to UAF

ojo

e Dangling pointer AtH|2& F|2FX0| E +~ 81

e SHE pointerof| ZZ235H0} &t



Background

Challenges in identifying dangling pointers

o O[S, S|, 2, AE2 THE g+, BS0 SHEIHUS.

e 0|28t operation0| 2| A2{|=0f] XA Lo =~ US.



Background

Exploiting dangling pointers

o FreeEl FO|| 7tX| U= HIOIH S BHX|AIZ| 12, O|F &&5h= 20| Exploit 8.

o =, Free 2F Use ALO|0]| C|O|E{ BHX|Z} O|F0{X{O}SHCY,

e O|O|E{Q| J}x| Mo iz} exploitability 7t

0x1000

0x2000

Free -

2% g,

int *ptr = 0x1000

0x1000

0x2000

Valuable

data

Dangling pointer

0x1000
Valuable

data

0x2000
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Design

Goal

e False-Positive, False-Negative 20| Detect

e = Dangling pointer?t 7|= root cause ol &

Root cause of unsafe dangling pointer

=2 initial Z2IE{7} CHE EQIE H0f| (HAS 5H0) THEY

n:u ﬂ
I'IO

| =27 free S0, Mol S =27F CHRIE ZOIE HZ2| 22 =7I3H(NULL) oHE.
int *a = malloc(0x30);

int *b = a+1;

free(a); a = NULL;

/| However, "b" is referencing the free area (Non-Nullified), "b" is dangling pointer!
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Design

Overview

e Pointer?} &%l memory object? relationshipg £

e object’t free™ A2, T objectE 7t27|= pointer&2 nullify

int *a = malloc(0x10); // 0x1000

int *b = a;

free(0x1000); Result

a == b == NULL;

[0x1000, 0x1010]

[BASE END] [0x1000, 0x1010]

Nullify a ;\ “; Nullify b
12

*a = SEGFAULT
*b = SEGFAULT
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Design

UNIVERSITY

Overview

dom = malloc(0x100) LLVM dom = allocObj(0x100)
doc.div = dom compiler | trace(&dom —> dom)
doc.div = dom

Source code Link

Secured binary

Static Instrumentation

e DANGNULLE Static Analysis + Runtime € 25 Al2¢t.
e CompileTto]|M Pointer assignment operation®| CHal| trace &

e Runtimetto|A trace &4 A5t pointer £H3I1 relationship-treeZS M5 =

13



Design

Static Instrumentation

int *a = malloc(0x10);
int *a = malloc(0x10); V\ T\/r int *b = a;
int *b = a; ‘% g ' + trace(a, b);
int*c=b + 3; - : int*c=b + 3;

Compiler

+ trace(a, b);

e Pointer assignmentsE monitoring 5t7| flsl|, LLVMS 0|25} trace gt S & &€

- &, B pointer assignment operationsOi| CisH &!6HX| S, (IS H|O[X| &)

14



Design

Static Instrumentation

e trace() g CHY =AH

for function in Program:

1
2 # All store instructions are

3 # in the LLVM IR form of ’lhs := rhs’.

4 for storeInstr in function.allStoreInstructions:
5 lhs = storelnstr.lhs

6 rhs = storelnstr.rhs

7

8 # Only insterested in a pointer on the heap.
9 if mustStackVar(lhs):

10 continue

11 if not isPointerType(rhs):

12 continue

13

14 new = createCallInstr(trace, lhs, rhs)

15 storelnstr.appendInstr(new)

1.

KOREA

UNIVERSITY

int*a=Db;//lhs:a,rhs=Db
lhs 2| 2IX|7} heap ( # stack ) O|0{Of &,
- Performance Overhead £ £0|7| /&

- Stack vare short lifetime2 27| Wi 20|, BiA|. (= Limitation)

2. rhs 9| typeO| Z2IE| of0f & (Zt2 20| X)

- Pointer E}2!2 Non-Pointer E}2/© 2 Cast 5104
Tlste HS £ 7). 0]) uint64_t a = (uinté4_t)ptr;

(=Limitation)
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Design

Runtime Library - Goal

e trace()Z =&t Object Relationship?|8t2 £ dangling pointer2| nullifyE =124
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Design

Runtime Library - Shadow Object Tree

o S A ol HP2| QLEXNEQ| CHSH shadowObject MM =, Treedl| ¢,

malloc(0x10); // 0x1000

shadowObijTree

[0x1050, 0x1080]

[0x1000, 0x1010]

AlOl
H -

[0x2070, 0x2500]
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Design

Runtime Library — Shadow Object Tree

e shadowObjTree = RBTreeZ O|FH{XUS.

shadowObjTree

* trace(p) SE0IC} (Object base <= given p < Object end) & PIHEJI=

Object & 00} ol2 2 LXK =2 HM ST} HU/AH| Bl 2Ot EES.
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Design

Runtime Library - SubTree

e shadowObjTree?| element0il= dereference(in) / reference(out) € B Y= subtree UYS.

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230
int **c = malloc(0x50); // 0x2300

*a=Db;

*b=c;

in(deref)

out(ref)

in(deref)

shadowObijTree

c: [0x2300,0x2350]

a: [0x3000, 0x4000]

in(deref)

b: [0x1230, 0x1260]

&0x1230 Tree

&0x3000 Tree

out(ref)
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Design

Runtime Library - SubTree

e shadowObjTree?| element0il= dereference(in) / reference(out) € B Y= subtree UYS.

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230
int **c = malloc(0x50); // 0x2300

*a=Db;

*b=c;

in(deref)

out(ref)

shadowObijTree

c: [0x2300,0x2350]

a: [0x3000, 0x4000]

in(deref)

/&ﬁ 230 Tree

in(deref)

b: [0x1230, 0x1260]

&0x1230 Tree

S

out(ref)

&0x3000 Tree

— &0x2300 Tree
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Design

Runtime Library - Runtime Operations and Nullification

1 def allocObj(size):
2 ptr = real_alloc(size)
3 shadowObj = createShadowObj(ptr, size)
4 shadowObjTree.insert(shadowObj)
5 return ptr
6 _ = - . . -
7 # NOTE. lhs <- rhs * OEHED'I-/OHX-" c’l:ll-_)lk- => aIIOCObJ /freeObj E JT'LK'”
8 def trace(lhs, rhs):
9 lhsShadowObj = shadowObjTree.find(lhs) . = = = = = . =
10 rhsShadowObj = shadowObjTree.find(rhs) - a”OCObJ *EIX-" OEI-%I- _C|>_’ OHIEDJ- 7_I|-I;;.||0-|| EHOI_I- ShadOWObJeCt *OHgol-o:I Tree *Izll-OHI
11
# Check if 1h d rh ligible t ts. s H . = Xl S
ey - freeObj: ShadowObjTree OllA] free target object & &2 %,
14 removeOldShadowPtr(lhs, rhs)
15 ptr = createShadowPtr(lhs, rhs) =2 X =l- II0 =0 H S S [=X=} O X x
16 1hsShadowObj . insertOutboundPtr (ptr) Ol = Jé}}ol-'— i |—IE-I E_‘l nUIIIfy XLIOCI;I (xl‘k"ol—l- LHO —y I:|-I=| OI- JélI-J_I—)
17 rhsShadowObj . insertInboundPtr (ptr)
18 return

19
20 def freeObj(ptr):

21 shadowObj = shadowObjTree.find(ptr) ° . CHSF § 22} =7
2 trace: Ihs, rhsOll Cigt in / out 2tZF 7}
23 for ptr in shadowObj.getInboundPtrs():

24 srcShadowObj = shadowObjTree.find(ptr)

25 srcShadowObj . removeOutboundPtr (ptr)

26 if shadowObj.base <= ptr < shadowObj.end:

27 *ptr = NULLIFY_VALUE

28

29 for ptr in shadowObj.getOutboundPtrs():

30 dstShadowObj = shadowObjTree.find(ptr)

31 dstShadowObj . removeInboundPtr (ptr)

32

33 shadowObjTree.remove(shadowObj)

34

35 return real_free(ptr)

21



Design

Runtime Library - Runtime Operations and Nullification

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230 shadowObjTree
int **c = malloc(0x50); // 0x2300

-~ c: [0x2300,0x2350] a: [0x3000, 0x4000]
*h = o in(deref) /&ﬁ 230 Tree in(deref)
b: [0x1230, 0x1260] & out(ref) &0x1230 Tree
in(deref) &0x3000 Tree

out(ref) | — &0x2300 Tree

22



Design

Runtime Library - Runtime Operations and Nullification

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230 shadowObjTree
int **c = malloc(0x50); // 0x2300

-~ c: [0x2300,0x2350] a: [0x3000, 0x4000]
*h = o in(deref) /&ﬁ 230 Tree in(deref)

b: [0x1230, 0x1260] & out(ref) &0x1230 Tree
free(a); in(deref) &0x3000 Tree

out(ref) | — &0x2300 Tree

23



Design

Runtime Library - Runtime Operations and Nullification

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230 shadowObjTree
int **c = malloc(0x50); // 0x2300

%3 = b c: [0x2300,0x2350] a: [0x3000, 0x4000]
*b = o in(deref) /@230 Tree in(deref)
b: [0x1230, 0x1260] ‘P out(ref)
free(a); :
( ) in(deref) NULLIFY!!
*a = NULL,;
out(ref) [ &0x2300 Tree

24



Design

Runtime Library - Runtime Operations and Nullification

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230

shadowObijTree

int **c = malloc(0x50); // 0x2300

*a = b c: [0x2300,0x2350]

*p = C; in(deref) /&ﬁ230 Tree
b: [0x1230, 0x1260] /

free(a); in(deref)

free(®) out(ref) | — &0x2300 Tree

25




Design

Runtime Library - Runtime Operations and Nullification

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230 shadowObjTree

int **c = malloc(0x50); // 0x2300

N ] c: [0x2300,0x2350]
a=b;
*b = c: in(deref) /
b: [0x1230, 0x1260] /
free(a); in(deref)
free(b); NULLIFY!
out(ref) | — *b = NULL;
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Design

Runtime Library - Runtime Operations and Nullification

int **a = malloc(0x1000); // 0x3000
int **b = malloc(0x30); // 0x1230
int **c = malloc(0x50); // 0x2300

*a=Db;

*b=c;

free(a);
free(b);
RESULT

a==Db==NULL

shadowObijTree

c: [0x2300,0x2350]

27




Design

Runtime Library - Runtime Operations and Nullification
e NullifyE g2 2MN, 1 5 MJ|= dereference= Null-Pointer 222

SEGFAULT & Z/dAl&A

28
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Evaluation

Evaluation

® Environment

CPU : quadcore 3.40 GHz CPU (Intel Xeon E3-1245)
memory :16GB RAM
OS : Ubuntu 13.10 system (Linux Kernel 3.11.0)

® Running-Time, Memory-Overhead

29



Evaluation

Attack Mitigation

*  Chromium Browser — 7 CVEs

BugID CVE Severity No-Nullify Nullify-value Control b/w
0 1 2 3 free and use

261836 - High 0x7f27000001a8 0x2e8 O0x21 0x22 0x23

265838  2013-2909 High 0x1bfc9901ecel v Ox1 0x2  0x3

279277  2013-2909 High 0x7£2£57260968 v Ox1 0x2  0x3

282088  2013-2918 High 0x490341400000 0xf0 Oxf0 Oxf0 Oxf0 difficult

286975  2013-2922 High 0x60b000006da4 v  0x15 0x16 0x17

295010  2013-6625 High 0x897ccce6951 0x30  Oxl 0x2  0x3

162835  2012-5137 High 0x612000046¢18 stopped by assertion

e DANGNULLE M& ¢t 32 ], 6712 SEGFAULT A =2 Exploitable {1222 ?|&dst A 0]Ct,
e olX|2F, DANGNULLEZE M &35t NullifyE 0,1,2,3 22 3HS ul, 240| 0l0]| 3A| linearsti| 7tst= 2
= DANGNULLS| NullifyZ} F 2 #HIE0| S1tM oz FekZ O0|X|11 YIS S &2l

e mark (v )= DANGNULLE g3l

fjo

= > %, DANGNULLZE 7|Z pointer assertion2 re-utilize Al7|= S&E g,

30

i, CHROME XtA|2| pointer validation0| 22l Zd0|Ct. ( = Expected Error/Behaviour )
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Evaluation

Instrumentation
e SPEC CPU 2006

Name Lan File Size (KB) # of instructions # of objects # of pointers # Nullif Memory (MB)
*  before after incr. inserted total | total peak total peak Y before after

bzip2 C 172 549 378 13 15,370 7 2 0 0 0 34 34
gcC C 8,380 9,148 768 9,264 606,925 | 165k 3k 3167k 178k 104k 316 397
¢ 53 429 376 | 2:272 2 1 0 0 0 569 570
milc c 351 737 386 24,024 38 33 0 0 0 2496 2,500
namd CH+ 1,182 1,567 38 77434 | 964 953 0 0 0 44 114
gobmk C 5594 F ‘é\ ' 156,829 12k 47 0 0 0 23 28
soplex CHt 4,292 Q 453 74,314 1k 88 14k 172 140 7 14
povray CH++ 3,38. \ . 5]13 194,821 15k 9k 7923k 26k 6k 38 81
hmmer @ 814 210 396 60,832 84k 28 0 0 0 1 18
sjeng C 276 662 22,836 1 1 0 0 0 171 171
libquantum ¢ 106 483 378 7,301 49 2 0 0 0 0 2
h264ref C 1,225 1,646 420 115,575 9k 7k 906 111 101 44 208
Ibm € 37 411 374 2 1 0 0 0 408 409
astar CH+ 195 574 378 4 3,220 | 130k 5k 2k 148 20 13 135
sphinx3 C 541 931 389 170 34,476 6k 703 814k 14k 0 46 62
xalancbmk  C++ 48,538 51,010 2472 7,364 645,434 | 28k 4k 256k 18k 10k 7 76

DANGNULLO]| ool == T3l0f| &=l instruction ZH4= T2 40| HA| instructions 700 &gk 2hX|at,

"O{EH| (2, pointer assignments)” &[0 A= X[of| CHEM = FEF Hh=C},

o) mcf 2t lbm £ H|wSHH mcf 2t instructions ZH&= & X[T &1E instructions?| 7= 10 B HEC

31



Evaluation

Instrumentation

Chromium

File Size (MB) # of instructions
before after 1incr. 1nserted total

Chromium 1858 1868 10 140k 16,831k

Name

Table VI: Static instrumentation results on Chromium

Chromium@| 22, T273 37|9] 1% M T instructions?} 2 SO M I} 3J|= 0.5% =0{%tC}.

32



Evaluation

Runtime Overheads

* SPEC CPU 2006

500 | | I | 1 | | | 1 | | | I | |
400 |
300 |
200
100 L
0 | ] ] | P ]
SREEEESIiZRIEEE
© ~EEEENE T g
— w é"
Figure 3: Runtime speed overheads when running SPEC
CPU2006. y-axis shows slowdowns (%) of DANGNULL.
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Evaluation

Runtime Overheads

* Several Browsers

JavaScript Rendering
Benchmarks

Octane SunSpider Dromaeo JS Balls Dromaeo DOM Dromaeo JS Lib html5
(unit, [high or low]) (score, high) (ms, low) (runs/s, high) (fps, high) (runs/s, high) (runs/s, high) (sec, low)
Original 13,874 320.0 1,602.1 11.6 857.8 216.0 10.1
DANGNULL 13,431 347.5 1,559.6 6.5 509.1 168.1 20.7
Slowdown 3.2% 8.6% 2.7% 44.1% 40.7% 22.2% 105.3%

3712 Javascript ATINM = HAAZE HAE 4.8% St
CHEE JITOZ MY £|7| th20, ST 222 DANGNULLS| H2|E Ho{LEA EHE QH=0RiCL.
(DANGNULLS® Static analysisOlA] instructions& 2A5t=4|
Dynamic2 2 MHE|= JIT2 DANGNULLS| 2| &, LIMITATION)

A2 53.1% BT HEHZ computations?t S7H34CL.
34
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Compatibility

* False-Positive

T
A
0
ol
N
10
%

e Program?2| semanticsE HIEBEM M2 & Q= False Positive

| SARALE.

=

ChromeQ2= stress testsE HX|0F 2

o T M raregt A|0|AT} UX[TH, 30, 000K HIAESH At EX|7t iS22 &2l

35
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Limitation

e Performance 220 A0{M 70| ERSICt,

o &X| AFZE[X| 8t= benign dangling pointerdi| CH3AM = Nullify +~2i5t0{ O|2X 2 2= False-Positive 7}sd0|
o IQIE| EfRUDE FX5HA, ZQIE] EfRI0]| Ol H-E E6F propagation2 £ 2.
(@)

e Dynamic2=Z MME|= instructions (ex. JIT)0| CHaiM = 2 &2,
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